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AREN’T SMART METERS ACTUALLY NON-COMPULSORY IN THE UK?

The claim made in the smart meters PDF (Parliament.uk 2016), which is accessible through the Commons
Select Committee ‘Smart meters’ evidence check webpage, that “The Programme will replace 53 million
meters with smart electricity and gas meters in all domestic properties, and smart or advanced meters in
smaller non-domestic properties, by the end of 2020,” appears incorrect?

“We have made it clear that we do not expect suppliers to seek an entry warrant simply to fit a smart meter
and it will not be an offence for householders to refuse to accept a smart meter,” The Right Honourable
Charles Hendry, Minister of State of the Department of Energy and Climate Change (2010-2012) (Hansard
2011). DEFRA additionally confirmed in 2014 that smart water meters are not compulsory (StopSmart-
Meters!UK 2014).

As smart meters appear to be non compulsory (StopSmartMeters!UK 2014, Which? 2015, Orlowski & Ray
2012, StopSmartMeters!UK 2012, Hansard 2011), the information on smart meters available online, and
elsewhere, should be corrected to reflect this. 

HUMAN RIGHTS ISSUES AS RELATED TO SMART METERS

All UK Government policies and practices are required to be Human Rights compliant. Some of the Human
Rights issues related to smart meters are documented below.

THE HUMAN RIGHTS ACT 1998

ARTICLE 2 - RIGHT TO LIFE

1. “Everyone’s right to life shall be protected by law.”

As demonstrated in the case of LM & R v Switzerland (LMRS 1996), Article 2 is relevant in situations
where health may be put at risk, and is not restricted to risk of death or actual death. There is growing evid-
ence that individuals' health can be put at risk by smart meters (EMF Safety Network 2015, Lamech 2014,
Conrad & Friedman 2013, Halteman 2011). There are even incidences where individuals have lost their lives
in fires associated with smart meters (EMF Safety Network 2016, Thiesen 2015).

When authorities are aware (or should be aware) of real risk to life they are under obligation to take appropri-
ate mitigative action to protect those at risk (Hoffman & Rowe 2010).

ARTICLE 3 - PROHIBITION OF TORTURE 

“No one shall be subjected to torture or to inhuman or degrading treatment or punishment” (HRA 1998).

The European Court defines ‘degrading treatment’ as “... such as to arouse ... feelings of fear, anguish and in-
feriority, capable of humiliating and debasing... and possibly breaking ... physical or moral resistance,” (IUK
1980).

ARTICLE 3 - AS RELATED TO HEALTH AND WELLBEING

The above definition appears very similar to descriptions provided by some electromagnetically hypersensit-
ive (EHS) individuals (EMF Safety Network 2015), describing how their condition makes them feel when



exposed to electromagnetic fields (EMFs), including those created by smart meters. 

“EHS frequently experience ridicule and eventual rejection or dismissal by their usual systems of support [in-
cluding some government authorities – present authors’ comment]. This common outcome has a profound
impact on many aspects of life including employment, accommodation, healthcare, finances as well as hav-
ing a profound bearing on social, emotional and psychological dimensions of life,” Genuis & Lipp (2012). It
is already well documented abroad that those with EHS, and many others, are having their health adversely
affected by smart meters (EMF Safety Network 2015, Lamech 2014, Conrad & Friedman 2013, Halte-
man 2011).

Article 3 embodies a fundamental human right. “... the right to freedom from bodily harm is second only to
the right to life, and is equally based on the right which all people have a level of basic respect and dignity as
human beings,” Hoffman & Rowe (2010). The physical symptoms experienced by some of those with EHS,
and some non-EHS individuals adversely affected by EMFs from smart meters, are a form of torture.

SMART METERS, ARTICLE 3 AND THE EQUALITY ACT 2010

It is proposed by the present authors that discriminating against such individuals through forcing them to be
exposed against their wishes to smart meter radiation in their own homes, and in areas they frequent, may
amount to harassment and victimisation.

Under Section 149 of the Equality Act 2010 (Legislation.gov.uk 2010) “A public authority must, in the exer-
cise of its functions, have due regard to the need to … eliminate discrimination, harassment, victimisation
and any other conduct that is prohibited by or under this Act.”

SMART METERING INSTALLATION CODE OF PRACTICE

The Smart Metering Installation Code of Practice (SMICoP), which requires energy suppliers to meet the
needs of vulnerable consumers, appears to completely ignore the needs of those who are electromagnetically
sensitive, or may otherwise have their health negatively impacted by the electromagnetic fields emitted by
smart meters.

BACKGROUND INFORMATION ON EHS

Between 3-6 % of the general public [approximately to 1.9 to 3.8 million UK citizens] may presently be af-
fected by EHS, a number well in excess of the 1-2% of the population using wheelchairs (Jamieson 2014,
Wheelchair 2015). It is predicted that such numbers will substantially grow (Hallberg & Oberfeld 2006).

Symptoms observed in those who are EHS include: Headaches; visual disturbance; hearing disturbance;
sleep problems; dizziness; poor blood circulation; capillary fragility; cold hands & feet; fatigue; heart prob-
lems; irritability; dermatological symptoms; disorientation, reduced libido; altered liver enzymes; recurring
infections; memory deficits; general malaise; muscle pain; nausea; nasal congestion; night sweats; increased
need to urinate; restless legs; tinnitus; depression; anxiety.  

A growing number of peer-reviewed studies (not directly investigating EHS) indicate increased occurrence
of many of these symptoms in buildings and environments where raised EMF exposures exist. The rollout of
smart meters greatly exacerbates this problem.

Under special test conditions, Rea et al. (1991), found that EHS is a real phenomenon in some environment-
ally sensitive patients (as they exhibited consistent reactions while none of the controls did). A similar deduc-
tion was reached by McCarty et al. (2011) who concluded, “EMF hypersensitivity can occur as a bona fide
environmentally-inducible neurological syndrome.” It is officially recognised as a functional impairment in



Sweden. The Canadian Human Rights Commission also acknowledges environmental sensitivity attributed
to EMFs (Lobb et al. 2015, Johansson 2010, Wilkie & Baker 2007).

Video presentations relating to EHS

On 18th May 2015, the 5th Paris Appeal Congress was held at the Royal Academy of Medicine in Belgium.
Its theme was: ‘Environmental idiopathic intolerance: what role for EMFs and multiple chemicals?’ The ex-
pert presentations given at it can be viewed online at: http://appel-de-
paris.com/?page_id=1667&lang=en They provide important insights for those wishing to become better edu-
cated on this topic. [This group has since issued a scientific declaration related to EHS to the UN (Belyaev et
al. 2015)].

The video presentation by Dr Erica Mallery-Blythe (2014) discussing the effects of electromagnetic radiation
on health and children, and the benefits of reduced exposure levels can be viewed at: https://www.you-
tube.com/watch?v=sNFdZVeXw7M

Also refer to the document ‘Electromagnetic Hypersensitivity & Human Rights’ by Dr Isaac Jamieson:
http://www.radiationresearch.org/home/10-uncategorised/408-ehs-human-rights-dr-isaac-jamieson for further
background information (Jamieson 2014a).

Many health symptoms of EHS are experienced by members of the general public exposed to raised field
levels well below those presently considered acceptable by Public Health England. Such findings strongly in-
dicate that current policy related to smart metering has to be seriously rethought. Safer alternatives are avail-
able.

“Electromagnetic hypersensitivity sufferers experience a serious deterioration in their quality of life, not only
because of the physical symptoms it usually entails, but also because their lives are totally disrupted by the
need to avoid exposure. In practice, it means that they not only have to avoid almost all public facilities such
as transport, hospitals and libraries, but even their own homes, in order to escape adverse health effects,
which is a breach of rights that are enshrined in the EU Charter of Fundamental Rights,” (EESC 2014). Such
matters have to be addressed through the creation of low EMF environments and biologically safe technolo-
gies.

Legal Actions and Rulings Relating to EHS

In 2011, the Labour Court in Madrid declared hypersensitivity, caused in part by RF exposure, can cause per-
manent disability. It’s ruling set a precedent for future conditions related to EHS. [The verdict awarded the
college professor, who has been permanently incapacitated, a permanent disability pension at 100% of base
salary rate (WEEP News 2011)].

Additionally, the Australian government has been ordered to pay claims for damaging the health of an em-
ployee with EMF sensitivity (Administrative Appeals Tribunal of Australia 2013, GSMA 2013).

In 2015, a French woman was granted a disability allowance by a court in Toulouse after telling that she suf-
fers from electromagnetic hypersensitivity (EHS) (BBC 2015). This caused a huge media turmoil. It appears
only a matter of time before legal actions and lawsuits arise in the United Kingdom related to electromag-
netic pollution.

Such cases seem likely to increase, particularly as a result of smart meter installations. Many individuals are
reporting adverse health symptoms after the installation of smart meters and this number is increasing.

ARTICLE 3 - AS RELATED TO PRIVACY



Prohibiting individuals enjoying proper privacy in their own homes and premises through smart monitoring
and surveillance of devices they use and personal timings they keep is potentially demeaning and degrading
to both their self-respect and dignity and would constitute a serious breach of Article 3 for the whole popula-
tion.

PRIVACY ISSUES RELATED TO SMART METERS

Unlike conventional meters that measure total energy use through day and night tariffs (which are normally
read four times annually), smart meters allow energy use to be read with far finer granularity. The UK in-
dustry’s draft technical specifications for smart meters state a requirement for real time information every 5
seconds for electricity and every 30 minutes for gas (SMDG 2011). The intended access to, and retention of,
such data by the UK Government appears to be in direct contradiction to EU Privacy Law and Human Rights
legislation (Anderson & Fuloria 2010).

Every electrical appliance has its own energy fingerprint readable by smart meters. Those accessing such in-
formation from smart meter data, either legally or illegally, have indications of the appliances individuals
have and how often they use them.

“We ... have the technology to record ... (energy consumption) … more or less live... From that we can infer
how many people are in the house, what they do, whether they're upstairs, downstairs, do you have a dog,
when do you habitually get up, when did you get up this morning, when do you have a shower: masses of
private data," Martin Pollock of Siemens Energy, quoted by Wynn (2010). The use of such technology is
highly intrusive.

It was demonstrated at the 28th Chaos Computing Congress (28c3) hacker conference that hacking into a
smart meter could in, addition to identifying activity patterns in homes (including whether they are occu-
pied) and the types of equipment being used, even allow identification of the movies being played by occu-
pants. They stated that the security encountered was poor and the data resolution the meters provided was too
high (Wisniewski 2012) – as is the case with UK smart meters.

ARTICLE 8 - RIGHT TO RESPECT FOR PRIVATE AND FAMILY LIFE 

1. “Everyone has the right to respect for his private and family life, his home and his correspondence,” (HRA
1998).

There are numerous Human Rights privacy issues related to the UK Government’s intended usage and reten-
tion of fine-grained data collected from smart meters and related smart appliances.

“… it [is] imperative that proper consideration is given to individuals’ fundamental rights to privacy,” EC
(2011). Under EU Data Protection Law, consumers’ rights to privacy “may not be overridden”.

2. “There shall be no interference by a public authority with the exercise of this right except such as is in ac-
cordance with the law and is necessary in a democratic society in the interests of national security, public
safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others,” (HRA 1998).

The argument that may be used by some that the use of smart meters, which are responsible for the breach of
a number of human rights, can be defended by the above is addressed in the text below.

Article 8 may be violated through the potential weakening of “national security, public safety or the eco-
nomic well-being of the country” by the introduction of smart meter technology.



As brief examples of how the use of smart meters, and smart technologies, may potentially weaken:

a) NATIONAL SECURITY

METER VULNERABILITY TO TERRESTRIAL SEVERE WEATHER EVENTS

It appears smart meters will have far lower resilience to severe terrestrial weather events than the analogue
meters they were intended to replace (Jamieson 2012). In a worse case scenario, their widespread use could
cause severe disruption and loss of life [as a result of sudden loss of power for heating or cooling during such
events] due to their being designed to automatically disconnect when they fail.

In the UK, the Smart Metering Design Group (SMDG) has stipulated that smart meters “shall operate over a
minimum temperature range of -10°C to +40°C [+14°F to +104°F]” within the Maximum Permissible Expos-
ure (MPE) (SMDG 2011). Whilst that upper figure might at first glance appear reasonable as the maximum
temperature recorded to date is 38.5°C [101.3°F], some scientists predict annual mean temperatures and tem-
perature extremes will continue to rise even with policies being developed to help address this (Lewis 2015).

Under such a scenario, it appears temperature extremes in the United Kingdom may on occasion exceed the
MPE of such technology. [There is also the possibility that some smart meter enclosures may have internal
temperatures in excess of those registered outdoors during heat waves – the ‘oven effect’]. Last year was the
warmest year on record. Heat waves are also becoming more frequent (Sachs 2015a,b). It is presently pre-
dicted by UK weather forecasters that 2016 will be the warmest year on record (Mogul 2015).

Additionally, colder winters are said to be arising as a result of climate change (Greene & Monger 2012).
The minimum temperature recorded to date in the United Kingdom is -27.2°C [-17.0°F] (Met Office 2011).
There are many instances where temperatures have dropped greatly below the -10°C MPE for smart meters.
As an example, very low temperatures (and significant snowfalls) occurred in November and December
2010. “Temperatures widely fell below -10 °C [14°F] on several nights and on occasion [in some places] be-
low -20 °C [-4°F]... ” Met Office (2012). Recently it has been predicted that Britain may be facing its most
savage winter in over 50 years (Rao 2015).

METER VULNERABILITY TO ELECTROMAGNETIC PULSE (EMP) EVENTS

Smart meters are more vulnerable to damage from natural and manmade electromagnetic pulse (EMP) events
than the analogue meters they are intended to replace.

1). SPACE WEATHER: Space weather is a recognised Tier 1 risk (House of Commons Defence Committee
2012). The Royal Academy of Engineering (2013) states that: “In the UK, for planning purposes … any sys-
tem with a design lifetime of more than 8.25 years needs to consider the risk from severe space weather
events …” The design of UK smart meters does not address this very serious threat and actually makes the
grid more vulnerable to space weather.

2). EMP ATTACKS: EMP attacks from terrorists and rogue nations that can knock out electronics and power
supplies also present a real risk. It is highly likely that by 2025 a major cyber attack will have caused wide-
spread harm to a nation's security and ability to defend itself and its people (Rainie et al. 2014).

“The [UK] Government cannot … be complacent about this threat … It is therefore vitally important that the
work of hardening UK infrastructure is begun now and carried out as a matter of urgency,” House of Com-
mons Defence Committee (2012). The design of meters should also be reconsidered to take this into account.
Analogue meters have far greater resilience than smart meters that can be easily compromised by such
events. They also cannot be hacked.



CYBER THREATS

Cyber threats are recognised as a Tier 1 threat (Gov.UK 2015a).

In 2014, 1,642 Internet experts answered the question: “By 2025, will a major cyber attack have caused
widespread harm to a nation's security and capacity to defend itself and its people? (By "widespread harm,"
we mean significant loss of life or property losses/damage/theft at the levels of tens of billions of dollars.)”
61% of those experts considered a major cyber attack likely (Rainie et al. 2014).

“The current attack surface for [smart] cities is huge and wide open to attack. This is a real and immediate
danger. The more technology a city uses, the more vulnerable to cyber attacks it is, so the smartest cities
have the highest risks” (Cerrudo 2015). Most cities are poorly protected against cyber attacks, and are at risk
of high financial loss through lack of adequate contingency planning. Such cities are less attractive to in-
vestors.

Former Director of the CIA, Robert James Woolsey, Jr., who is a US national security and energy specialist,
is on record as calling the smart grid “really stupid” because of the security risks it creates (Woolsey 2011).

THREATS TO SMART METERS

“The smarter … meters become, the easier they’re getting to hack. Like many things in electronics,
… meters become easier for hackers to break into and misuse when they are upgraded to include wireless
and computer technology” (Takahashi 2011). “In the near future, smart power or water meters could become
targets, to black out an area of a city and demand a ransom …” (Flanagan 2015). [As an alternative, the intel-
ligent provision of low-tech metering systems and independent (wired) off-line smart systems could prove
highly cost effective in helping address many cyber threats].

“What if [smart] meters are told to disconnect by a worm or virus? Among all the services AMI [Advanced
Metering Infrastructure] offers, the disconnect function is the most controversial … as it is the only one that
directly controls the flow of power to the home or business. … The greatest concern is that a successful at-
tack could allow someone to gain control of customers all at once. In addition to causing widespread black-
outs, repeatedly switching the power off and on could create … surges in the grid that could damage loads
and destabilize the entire grid, potentially causing damage to generators, transformers, and other equipment
in the path [including the smart meters themselves and other electrical items]. … There will be multiple im-
pacts that can be realized as a result of cyber security risks and smart metering. But the paradigm change is
that the hackers can actually harm human life. …” Sorebo & Echols (2012) – cyber security experts.

In 2009: “IOActive Inc., successfully reverse engineered a smart meter - known as Advanced Metering Infra-
structure (AMI) - and demonstrated the ability to inject a worm into the grid that would grant a hacker full
control over the grid devices. The tests also revealed that the worm could spread like wildfire throughout the
grid, potentially allowing the hackers to shut down massive portions of electricity to major cities, critical in-
frastructures and government agencies,” Verton (2011).

“… it is quite possible that a nation state might launch … [a cyber-attack targeting smart meters to switch off
a country’s electricity supply] during a time of international tension. A second possibility is a terrorist organ-
isation. A third possibility could be environmental activists; … A further possibility is a criminal, who
switches off a number of an energy company’s meters and threatens widespread havoc unless a ransom is
paid. … Yet another angle is the possibility of criminal energy theft …” The introduction of smart meters
create significant new cyber-vulnerabilities (Anderson & Fuloria 2010).

As an example of such threats, in 2015 computer expert Professor Kim Heung-Kwang warned that North



Korea now has around 6,000 computer hackers who could be used to unleash cyber attacks to destroy Lon-
don and other cities, killing thousands of innocent civilians in the process (Franceschi-Bicchierai 2015). He
further stated that North Korea has developed a Stuxnet-style attack designed to destroy a city and that “up to
20 per cent of the regime's military budget is being spent on online operations” (Parfitt 2015). Under one
worst-case cyber-scenario, cities can be left without gas, electricity or water supplies, with dark streets, no
communications and electronically gridlocked traffic.

In 2015, it was revealed that millions of smart meters and Internet-connected devices could be at risk
from cyber attacks due to weak encryption created by the Open Smart Grid Protocol (OSGP) Alliance
(Jovanovic & Neves 2015).

b) PUBLIC SAFETY – In 2011, the WHO and ICNIRP classified radiofrequency electromagnetic fields “as
possibly carcinogenic to humans (Group 2B)” and further stated that: “A positive association has been ob-
served between exposure to the agent and cancer for which a causal interpretation is considered ... to be cred-
ible, ...” (WHO/IARC 2011).

As this is the case, it would appear prudent to reduce the general public’s exposure to it rather than increase
it 24/7 with counterproductive initiatives such as the rollout of wireless smart meters.

Peer-reviewed research now even suggests that radio frequency radiation should be upgraded to Group 2A,
‘probably carcinogenic’ (Davis et al. 2013), or even Group 1 ‘carcinogenic’ (Hardell & Carlberg 2013).
Many effects are noted at non-thermal exposure levels well below those that Public Health England promotes
as “safe”.

SMART METERS AND REPORTED HEALTH EFFECTS

A number of adverse health effects have been reported after the installation of smart meters.

Lamech (2014) noted the most frequently reported symptoms as a result of exposure to smart meters were:
(1) insomnia; (2) headaches; (3) tinnitus; (4) fatigue; (5) cognitive disturbances; (6) dysesthesias (abnormal
sensation); and (7) dizziness. The effects of exposures on people’s lives were said to be significant.

Online testimonials relating to health effects individuals have experienced as a result of exposure to wireless
smart meters are also well worth studying (EMF Safety Network 2015): http://emfsafetynetwork.org/smart-
meters/smart-meter-health-complaints/

Online smart meter survey 1

Numerous health complaints have been made worldwide related to wireless smart meters. The results of a
survey by the EMF Safety Network are shown (Table 4). 93% of respondents were over 40 years old. 43%
were over 60 years old and 73% were women. 49% of the respondents were said to be ‘electrosensitive’
(Halteman 2011).

In that survey the percentage of detrimental effects reported for a variety of health conditions* were as fol-
lows: Sleep problems (49.1%); Stress, anxiety, irritability (43.1%); Headaches (40.9%); Ringing in the ears
(38.1%); Concentration, memory or learning problems (34.6%); Fatigue, muscle or physical weakness
(34.3%); Eye problems, including eye pain, pressure in eyes, blurred vision (33.0%); Disorientation, dizzi-
ness, or balance problems (25.8%); Cardiac symptoms, heart palpitations, heart arrhythmias, chest pain
(25.8%); Leg cramps, or neuropathy (19.2%); Arthritis, body pain, sharp, stabbing pains (18.2%); Nausea,
flu-like symptoms (17.3%); Sinus problems, nose bleeds (14.5%); Respiratory problems, cough, asthma
(13.8%); Skin rashes, facial flushing (12.6%); Urinary problems (8.8%); Endocrine disorders, thyroid prob-



lems, diabetes (8.8%); High blood pressure (7.2%); None of the above (8.8%); Other (30.5%); I don't know
(24.8%).

*Figures reflect whether individuals or members of their homes experienced health impacts (n = 318).

Online smart meter survey 2

In the ‘Smart Meter Health Effects Survey and Report’ undertaken by Conrad & Friedman (2013), ad-
verse health effects were noted in a high percentage of the 210 individuals who replied.

“Nearly 98% of respondents were very sure or fairly sure their new or worsened symptoms correlated to
smart meter exposure.” ... “It’s important to reiterate as documented elsewhere in this survey: most of our re-
spondents (82%); were in good or excellent health before smart meters were installed and 42% of them de-
veloped symptoms prior to any knowledge of the presence of smart meters,” Conrad & Friedman (2013).

“Computer Use: Before smart meters, nearly 79% of respondents were using computers without symptoms
while about 20% were using computers despite having symptoms from computer use. Following smart meter
exposure, those able to operate a computer without symptoms dropped (from 79%) to 39% (about one-half of
before), while those showing symptoms from computer use nearly tripled (from 20%) to 57%,” Conrad &
Friedman (2013).

“WiFi Use: Before smart meters, about 40% of respondents were using wifi without symptoms. 11%
were using wifi but with symptoms from it, and 17% were not using wifi because it had caused symptoms in
the past. Following smart meter exposure, those able to use wifi without symptoms dropped (from 40%) to
18% (less than one-half of before) while those continuing to use wifi but with symptoms from it nearly
tripled (from 11%) to 28%. The number of respondents who could not use wifi at all because of symptoms
more than doubled (from 17%) to 41%,” Conrad & Friedman (2013).

HEALTH EFFECTS ASSOCIATED WITH ELECTROMAGNETIC POLLUTION

There is substantial evidence indicating even low intensity EMF exposures can cause ill health.

OVERVIEW - Conditions linked with environmental EMF exposures include:

Cancer (Coureau et al. 2014, Moon et al. 2014, Hardell & Carlberg 2013); Childhood & adult leukaemia
(Dolk et al. 1997, Hocking 1996); Autism (Herbert & Sage 2012, Kane 2004); Immune system effects
(Boscolo et al. 2001, Novoselova et al. 1999); Infertility (Avendaño et al. 2012, Otitoloju et al. 2010); DNA
damage (De Iuliis et al. 2009, REFLEX 2004); Oxidative stress (Kumar et al. 2012, Agarwal et al. 2009, Il-
han et al. 2004).

We suggest the cost to the National Economy of ‘electromagnetic pollution’ runs into many billions of
pounds in terms of reduced health, wellbeing and productivity. The proposed rollout of smart meters and re-
lated wireless technologies would make the situation even worse. Two examples expanding on this are given
below.

REDUCED SLEEP QUALITY

Lack of sleep may be a causal factor in premature ageing, high blood pressure, diabetes, obesity, depression
and other mental health problems, and can also tax the immune system (Ackermann et al. 2012). Research
by Altpeter et al., (1997, 1995) indicated that exposure to power densities of 0.002 µW/cm2 resulted in sleep
disorders in subjects (along with abnormal blood pressure, digestive problems, fatigue, joint & limb pain,
nervousness and weakness). Similar research by Simonenko et al., (1998) suggested that human occupational



exposures of 1.0 µW/cm2 could result in insomnia (along with headache, dizziness, indigestion, irritability,
chest pain, difficulty breathing, fatigue and weakness). [The levels just mentioned are less than those some
people can be exposed to as a result of wireless smart meters, which as documented earlier have been associ-
ated with sleep problems in some individuals (Lamech 2014, Conrad & Friedman 2013, Halteman 2011)].

Improved sleep has been noted in low-field environments with exposures of 0.05-0.22 V/m (0.0006-0.0128
µW/cm2) compared to 0.25-1.29 V/m (0.0165-0.4400 µW/cm2) (Oberfeld et al. 2004)

The annual cost to the UK of chronic sleep deprivation was estimated at £1.6 billion (Bupa 2010).

DEPRESSION

Suicide is the leading cause of death in England and Wales for men between 20-49 years old, and one of the
main causes of death among 5-19 year olds (ONS Digital 2015). Depression is a gigantic public health bur-
den that exceeds other common sources of morbidity and mortality. [In England in 2000, the annual cost of
depression was estimated to be £9 billion (Thomas & Morris 2003)]. Individuals with depression are at
heightened risk of: Alzheimer’s disease; Cancer; Diabetes (type 2); Epilepsy; Obesity; and Stroke (BC’s
Physicians 2009).

Oberfeld et al. (2004) noted depressive tendency with 900/1800 MHz exposures of 0.25-1.29 V/m (0.0165-
0.4400 µW/cm2) compared to 0.05-0.22 V/m (0.0006-0.0128 µW/cm2) (p = 0.0016). Others have made sim-
ilar findings (Eger & Jahn 2010, Bortkiewicz et al. 2004, Santini et al. 2002). [Many wireless smart meters
create RF EMF exposure levels above those associated with increased depressive tendency].

The cost to the National Economy of electromagnetic pollution is far higher than generally realised and runs
into many billions of pounds annually. The adoption of wireless smart metering, as demonstrated by smart
metering projects elsewhere Lamech 2014, Conrad & Friedman 2013, Halteman 2011) would further in-
crease this cost burden.

SMART METERS AND FIRES

There are numerous reports from abroad of “… fires, explosions, electrical problems or burned out appli-
ances due to Smart Meter installations” (EMF Safety Network 2016). It has been reported that to date thou-
sands of smart meter fires have arisen (Thiesen 2015).

Fires associated with smart meters have been recorded in the UK too. It appears from a Fire Service report
that such incidents are currently significantly under reported. Further concerns arise from that fact that incor-
rect or faulty installation practices appears to be major causes for such fires, and that the fitting of most smart
meters in the UK will predominantly undertaken by non electricians (Sangani 2012).

The possibility of loss of life from such fires appears likely to be higher in the UK than abroad, as meters are
more often located indoors (often in areas that would normally act as escape routes in case of fire (Stop
Smart Meters! UK 2013).

c) ECONOMIC WELLBEING - The creation of fine-grained data that can be hacked into can reveal when
individuals’ homes are unoccupied, and the types of electrical equipment held, making them more vulnerable
to thieves.

In September 2015, the Zurich Insurance Group (2015) announced that: “Cyber Costs Threaten To Exceed
Benefits”. [Some of these have already been discussed in detail earlier in this present document]. It stated



that by 2019: “The annual cost of protecting our digital world from hackers will exceed the benefits of being
connected …” It further mentioned that in the USA and Europe the annual costs of protecting connected sys-
tems already outpace benefits.

From the matters already discussed in this document, it appears that any projected benefits created by smart
meters are significantly overshadowed by the threats they present. “Despite the EU Directive, 11 nations
have ruled out electricity smart meters and only 5 are pushing ahead with the 2020 target for gas meters”
(IoD 2015). It would be prudent for the UK to show the necessary courage to halt the smart meter rollout.

The Institute of Directors has called the rollout: “… a government IT disaster waiting to happen” (IoD 2015).
Which? is calling for a halt to the rollout stating: “… there are significant issues with consumer trust in smart
meters, including concerns about the cost of the roll-out, data security and health concerns,” Which?
(2012a,b). The present authors agree with those sentiments.

[For further discussion on these areas refer to: Jamieson & Mallery-Blythe (2015); Conrad & Friedman
(2013); Jamieson (2012/2011); Peev (2012); Stop Smart Meters! (UK) (2012); Halteman (2011); Woolsey
(2011); and Mills & LaMonica (2010).

Simply educating the general public to switch off items, instead of leaving them running or on standby when
not required, is a far more cost effective way to enhance economic wellbeing and reduce general energy us-
age than smart meters.

THE FIRST PROTOCOL, ARTICLE 1: PROTECTION OF PROPERTY 

“Every natural or legal person is entitled to the peaceful enjoyment of his possessions,” (HRA 1998).

ARTICLE 1 - AS RELATED TO THOSE ADVERSELY EFFECTED BY EMFS

This Article may be breached as a result of radiofrequency emissions from smart meters making parts of
where individuals’ live uninhabitable to them. It is already known that electromagnetic pollution from smart
meters can prevent some using parts of their homes and gardens, and can even force them to move home in
order to avoid/reduce adverse health effects (EMF Safety Network 2015, Gregory 2011, Havas 2011).

ARTICLE 1 - AS RELATED TO PRIVACY

The “peaceful enjoyment of ... possessions”, and the right for individuals to be able to enjoy their property in
the manner they have become accustomed to (such as being able to use their possessions as they have in the
past without worries about outsiders gaining unprecedented knowledge of their personal habits), may be
compromised through inappropriate and unwarranted data harvesting.

UN CONVENTION ON THE RIGHTS OF THE CHILD (UNCRC) (United Nations 1989)

“All UK government policies and practices must comply with the UNCRC,” Gov.UK (2015).

Article 16

1.  “No child shall be subjected to arbitrary or unlawful interference with his or her privacy, family, home or
correspondence, nor to unlawful attacks on his or her honour and reputation.” 

The prohibition of children’s right of full enjoyment of proper privacy in their own homes as a result of smart
meter data monitoring is an apparent breach of Article 16.



Lifestyle information determined by third parties from analysis of energy usage divulged by smart
meters may potentially damage children’s security of person (particularly if energy usage patterns indicate
that they may be the only ones at home).

2.  “The child has the right to the protection of the law against such interference or at-
tacks.”                                 

The surveillance monitoring of children’s activities that would occur through the use of fine-grained data col-
lection obtained through smart metering and related technologies is in direct contravention of Article 16.

Article 37

“States Parties shall ensure that: (a) ‘No child shall be subjected to torture or other cruel, inhuman or degrad-
ing treatment or punishment.’“

The prohibition of children’s right of full enjoyment of proper privacy in their own homes as a result of smart
monitoring and surveillance by the UK Government is potentially cruel, inhuman, demeaning and degrading.
It would be a blatant breach of the UK Government’s own policy and highly counterproductive to all.

COMMENT

The issues outlined above urgently need to be addressed with regards to metering. The present rollout should
be halted at the earliest possible opportunity and replaced with an alternative that is fit for purpose.
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